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Y. He, et al, "Security of Al Agents," 2025 IEEE/ACM International Workshop on Responsible Al Engineering (RAIE), Ottawa, ON, Canada, 2025, pp. 45-52, doi: 10.1109/RAIE66699.2025.00013
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HORIZON-CL3-2027-01-FCT-01: Online harms detection and
Investigation tools using a short development cycle model

Developing a secure, autonomous Al, investigative assistant for Law Enforcement
Orchestration of multiple LLM agents to scan, categorize, and link online harms
(disinformation, illegal content)

Innovation Action (I1A)

Online Harms Detection
Safeguarding online spaces
Investigation Tools
Detection Tools

Short Development Cycle
Rapid prototyping
Agile deployment

Security-by-Design
Privacy-by-Design
Agentic Safe Operate
Formal Verification
Least Privilege Protocols
Adversarial Resilience
Vulnerability mitigations
Operational Validation
Real-world pilot
Cross-border validation
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« Predictive maintenance

« Citizen Data Privacy
Protection

» Security awareness

« Secure ML devlopment

Human Centric Data
Sustainability
Industry 5.0
Resillience

Threat models
Privacy threats
Security threats
Mittigations
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